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Introduction: NETWORK security is a weak 
link in wired and wireless network systems. 
Malevolent attacks include reason marvelous 
loss by impairing the functionalities of the 
computer networks. Therefore, protection is a 
foremost anxiety for confined statement 
between mobile nodes in a hostile situation. 

Within hostile environment adversary can 
gathering active and passive attacks beside 
intercept bright routing in implant in routing 
communication and data packets [1,16]. 
Wireless Mobile Ad-Hoc networks (MANETs) 
are networks that do not employ external 
devices like routers or access points in the 
network. In these networks, the mobile node 
present shows properties of both the terminal 
and the router. The system is thus considered 
infrastructure-less and the mobile nature of 
nodes requires it to be self-configuring. The 
communication flanked by the source node in 
addition to the end node requires the generation 
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of path between them with the inclusion of the 
intermediate nodes. The path generation 
involves searching a path that is optimal and 
hence there is a need for algorithms that perform 
the task efficiently. The route generation in 
MANETs is usually performed using two 
protocols: reactive routing protocols along with 
proactive routing protocols. Inside proactive 
routing protocols and the nodes of maintain 
tables containing the exact topology of the 
network. These tables provide an exact 
optimized route commencing the source of the 
destination. However, these tables need to be 
updated frequently as the topology changes. In 
the case of MANETs, the topology changes 
quite frequently as the nodes are mobile. This 
makes proactive routing protocols 
computationally heavy in the scenario. Some 
proactive routing protocols used extensively are 
destination sequence distance vector (DSDV) 
[2] and optimized link state routing (OLSR) [3]. 
In reactive routing protocols, the source node 
initializes the route search only during the time 
of requirement. Reactive routing protocols are 
bandwidth efficient on demand routing 
protocols ideal for MANETs because of the 
dynamic topology of the mobile nodes. Some 
examples of routing protocols are Ad-Hoc on 
Demand Distance Vector (AODV)[4] and 
Dynamic Source Routing (DSR) [5]. The source 
node inside reactive routing protocols 
broadcasts route demand packets throughout the 
whole network in order to establish of a route to 
this destination. In attendance have been several 
algorithms in the literature that are specialized 
for generating optimized paths in MANET. The 
most popular algorithms are reactive routing 
protocols. Reactive routing algorithms have less 
computational overheads as nodes are not 
required to maintain a path from them to all 
other nodes, but are to generate the best route 
when required. The AODV protocol is among 
the most popular protocols for route searching 
in MANETs. In this paper, route searching 
using a modified AODV protocol is thus 
evaluated and compared. 
The algorithms designed for their 
communication are thus required to satisfy 

properties like authentication, confidentiality, 
non-repudiation, availability of resources, etc. 
There are attackers who look into ways of 
performing malicious activities in these 
networks. A black hole attack [6] is a quite 
common choice for attackers in MANETs, in 
which a malicious node forges a route to the 
source of the destination throughout itself and 
then carries out eavesdropping or drops the 
packets sent through them. There is a need to 
identify and eliminate these nodes in order on 
the way to check black hole attacks under the 
AODV routing protocol. In route discovery 
procedure of AODV protocol, midway nodes 
are accountable to locate a bright path in the 
direction of the destination, transfer discovery 
packets to the neighbor nodes. Malicious nodes 
do not utilize this method and in its place, they 
straight away take action to the source node 
through fake information as however it has new 
sufficient path to the endpoint. Consequently 
source node directs its data packets via the 
malevolent node to the destination 
presumptuous it is an accurate path. In several 
case, nodes in the system will continually 
struggle to find a route intended for the 
destination, which constructs the node chomp 
through its series in adding up to trailing 
packets. The attack which we contrivance is the 
well-known attack called Black Hole attack. We 
have simulated our proposed scheme using 
performance metrics such as PDR, End to End 
delay, Normalized Routing Load (NRL) etc. and 
it is analyzed that our scheme is more effective 
in detecting and thwarting the black hole attacks 
from the network. 

 
Fig.1 Architecture of Ad hoc network 

Black Hole Attack in Aodv: In Black hole 
attack, a malicious node broadcasts about the 
unswerving pathway to the node whose packet it 
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desires to grab hold of [7, 17] within following 
stature, envision, M is malicious node. Whilst 
node A broadcasts a RREQ packet, nodes B, D 
and M obtain it. Node M, being a malicious 
node, this node does not make sure among its 
steering table meant for the request route to 
node E. Hence, it straight away sends reverse a 
RREP packet, claiming with the intention of it 
has a way to the destination. Node “A” receive 
the RREP from M ahead of the RREP from B 
and D. Node A assume that the route during M 
is the undeviating route and sends any packet to 
the destination through it. When the node A 
sends data to M, it absorbs every one of the data 
and thus behaves resembling a “Black hole”.  

 

Fig. 2 Black-hole attack in AODV routing protocol 

There are two type of black hole attack in 
AODV these are following. 
Internal Black hole attack This category of 
black hole attack has an internal malicious node 
which hysterics in linking the routes of specified 
resource and target, what time it get the 
likelihood this malicious node make itself an 
active data route component. Currently this 
node is proficient of conduct attack through the 
set up of data transmission. This is an internal 
attack for the reason that node itself feel right to 
the data route. 0 
External black hole attack External attack 
actually stays external of the network and denies 
admittance to set-up. External attack can 
develop into a breed of internal attack whilst it 
obtains a manager of internal malicious node 
and manage it to attack additional nodes in 
MANET. External black hole attack can be 
abridged as following points:  

1. Malicious node identifies the active route and 
notes the destination address.  
2. Malicious node sends a route reply packet 
(RREP) together with the destination address 
meadow spoofed to a mysterious destination 
address. Hop count value is position to lowly 
values with the succession number is set to the 
uppermost value. 
 3. Malicious node launch RREP to the 
bordering accessible node which feel right to the 
active route. This can as well be send 
unswervingly to the data source node if route is 
accessible.  
4. The RREP established through the bordering 
accessible node to the malicious node will relay 
via the conventional opposite route to the data 
of source node.  
5. The novel information acknowledged during 
the route respond will permit the source node to 
inform its routing table.  
6. Innovative route preferred with source node 
for selecting data.  
7. The malicious node willpower drop currently 
all the data to which it belong in the route. 
Related Work: Singh, et al. [8] proposed work 
focuses on trust based computing to mitigate the 
effects of black hole, wormhole and 
collaborative black hole attacks. Trust value is 
computed on the basis of route request, route 
reply and data packets. After computation get 
beliefidealsamid 0 to 1. Condition expectation 
value is greater than 0.5 then marks node is 
dependable and permits on a network if not 
block. Network recital of projected protocol 
trustworthy secure AODV routing protocol 
(TSAODV) is evaluate. The result show 
performance improvement as compared to 
standard AODV protocol.Shashwat et al. [9] 
presented adjustment of the accessible AODV 
routing protocol to put off black hole attacks in 
MANETs in an in consistent territory through a 
high prospect of packet thrashing. Aarithmetical 
verification is agreed to corroborate the 
efficiency of the planned algorithm with 
deference to the preceding explanation in the 
literature. Vimal Kumar and Rakesh Kumar 
[10] Presented a more proficient explanation for 
identifying a black hole attack with less 
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communication rate in the MANET, which is 
predominantly susceptible compared to 
infrastructure-based networks because of its 
mobility and shared broadcast nature. As an 
adversaries can effectively deploy black hole 
attack in the network. It very well may be seen 
that anticipated work is tremendously secured 
than the existing solutions. They additionally 
contrasted its exhibition with standard AODV 
routing convention. The experimental 
consequences showed that the projected 
approach is improved than typicalAODV.Gojiya 
et al. [11]intended a resolution to the black hole 
attack during one of the utmost prominent 
routing algorithm, ad-hoc on demand distance 
vector (AODV) routing, for the MANETs. The 
anticipated scheme employs the Watchdog 
mechanism to detect malevolent node with 
usage of local information of intermediary node 
and propagates the information to black hole 
node on the way to every other node in network 
the simulation consequences showed the 
proficiency of anticipated scheme in presences 
of black hole node. Apurva Jain et al.[12] This 
paper customized AODV, which is TAODV 
(Trust based AODV), is a network. TAODV has 
numerous noteworthy features as Nodes 
perform trusted routing behavior mainly 
according to the trust relationship s among 
them. A node that executes black hole behaviour 
will be detected and challenges by the whole 
network TAODV mollify the effect of Black 
Hole attack but average end-to-end delay 
increases in TAODV. In Indoor background 
Pareto traffic condition, gives the best result as 
far as average throughput is consider. On the 
other hand, Exponential traffic condition gives 
the preeminent outcome for average end-to-end 
delay and CBR traffic condition traffic 
condition the best outcome for packet delivery 
ratio. In Outdoor environment, Pareto traffic 
condition gives the preeminent consequence for 
average throughput and packet delivery ratio 
and Exponential traffic circumstance gives the 
best outcome for average end-to-end delay. 
Rakhi Sharma and Dr D.V Gupta [13], This 
work, blackhole attack and its diverse exposure 
techniques are presented with literature 

assessment of unusual research papers that 
covers black hole exposure and anticipation 
mechanism. A black hole node behaves 
maliciously in network and suggested wrong 
data routing information or may descent the 
messages receives from other nodes. Therefore 
it is complicated to uncover black hole attack 
and avoid network from them. These techniques 
are used in the evasion of network from black 
hole attack Harsh and Rashmi et al. 
[14]anticipated a process in which broadcast 
synchronization (BS) and relative distance (RD) 
technique of clock management is used to avoid 
the black hole nodes. In this inner and outer 
clock node evaluate through the entrance clock 
condition equally the clock time is greater than 
the entrance afterward it is create that the node 
is malicious. This process can without troubles 
detect and prevent the block-hole 
node.Taranpreet Kauret et al.[15] they 
proposed a clustering behaviour based 
reputation mechanism to recognize the flooding 
malicious nodes in military battlefield network. 
Since in battlefield situation; generally Group 
Mobility model is trailed so grouping of nodes 
in groups have a variety of advantages. 
Reputation (appraisal of its behavior in the 
network) of a node is calculated at cluster heads. 
This approach has double nature; therefore it 
economically put right the copied detection of 
indisputable nodes as malicious ones. The 
performance of new method is compared with 
AODV protocol based on different performance 
measures it is noticed that proposed strategy has 
better presentation in conditions of various 
measures. 
Proposed Methodology: Mobile Ad-hoc 
network is very challenging field because 
number of various region one measure challenge 
is topology control, and rather than that other 
region is data drop through mis-activity, an-
authorized access and MAC error, so here we 
design a proposal to remove the black hole 
activity using blacklist criteria as well as mis-
activity node identification base method and that 
work enhance the performance of the mobile ad-
hoc network.    In our proposal initially we set 
IDS node that watch the all neighbor node and if 
IDS get any unwanted activity in nearby range 
so continues watch to the particular node and if 
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attacker node receives the packet but not 
forward it so simply that node set as attacker 
and we block the node, another thing is if any 
node continues send the routing packet in 
particular node that is also set as attacker and 
block it, after the blocking we change the route 
and send data safely to the destination. In our 
mechanism we also check each node packet 
delivery ratio in various time factor bases and 
provide the strength to IDS scheme. 
Proposed IDS algorithm for finding Blacklist 
Criteria for Blackhole Attacker Nodes 
Set mobile node = M           //Total Mobile Nodes 
Set Sender node = S            //S Ԑ M 
Set Receiver Node = R     // R Ԑ M 
Set Routing Protocol =AODV 
Start simulation time = t0    

Set radio range = rr;     //initialize radio range 
AODV-RREQ_B(S, R, rr) 
 { 
If ((rr<=250) && (next hop >0)) 
 { 
 Compute route () 
 { 
rtable->insert(rtable->rt_nexthop); // next hop to RREQ source 
 rtable1->insert(rtable1->rt_nexthop); // next hop to RREQ 
destination 
if (dest==true) 
{send ack to source node with rtable1; 
Data_packet_send(s_no, nexthop, type) 
 } 
else    { 
  Destination not found; 
          } 

} 
} 
else { destination un-reachable ; 

       }  
}  

RREQ_Limit_Check (S, R, M) 
          { 
Bi  € M          // Malicious node 
PDRu,v       // packet delivery ratio of path u to v 
              Bi generate Msg 

 Bi Broadcast (Msg, ii) 
 If (I ireceives Msg) 
 { 
 Calculate Tn = Msg-ti- Msg-t1 // where I end message 
in time t 
Cnt(Msg)  // total message count 
∂ = Msg/Tn  // per packet time  
If (limit-time <= (∂*10)) 
{ 
Node is blacklisted node 
RREQ_Blacklist() 
                       } 
else ((node € M) && (RREQ < 10 pkts/s && (incoming =-true 
&& outgoing ==true)) 
                   { 
 RREQ accepted by neighbor; 
RREQ_Accept_limit(); 
                        Calculate PDR   

                   } 
RREQ_Blacklist() 
{ can’t accept by neighbor ; 
                            Block RREQ sender ; 
                            Packet Delivery Ratio set 0; 
 } 
               // check Path PDR 
 PDRu,v = PDRu∩ PDRi∩-------- PDRj∩ PDRv 

  If (PDRu,v> 90) 
   { path is reliable } 
  Else { search new path for communication} 
                       }  

Proposed Algorithm 

 

 

 

 

 

 

 

 

 

 

Step1: Set Various Number of Mobile Nodes N0,N1,………..Nm,  
Step2: Set various Sender Nodes in the network S0, 
S1,…………Sm,  
Step3: Set Receiver Nodes in the network R0, R1,…………Rm,  
Step4: Now we set Routing Protocol AODV and AOMDV, set 
Area 800x600 and also set Radio Range 550. 
Step5: Sending Route Request RREQ Form source to destination. 
Step6: Set Radio Range RR<=550 or RR>=250 , Next hop>0, 
Now we check the condition  
If Route Request RREQ satisfied this condition, Then we 
compute route /hop for RREQ, Otherwise RREQ goes into out of 
range. 
Step7: Now routing table is updated and update all information 
about RREQ which is send through the source and check next 
hop to RREQ source/destination. 
Step8: Set Destination = True, if Route Request RREQ find exact 
destination location where data packets is send Then receiver 
send acknowledgement for per data packet If condition is not 
satisfied then destination is not found 
Step9: Set clock Route Request RREQ limit (S,R,M), which is 
stand for S = Sender nodes, R = Receiver nodes, M = Mobile 
nodes. 
Step10: W1,W2 nodes is automatically initialize these W1,W2 
nodes are malicious nodes . 
Step11: Now verify and calculate PDR. 
Step12: Malicious  nodes Wi  broadcast their message in the 
group. 
Step13: If All mobile nodes which is present in the network 
received message of malicious node Wi 
Then we check the condition, Tn= (msg-ti)-(msg-t1),With the 
help of this condition we check which nodes is malicious , which 
nodes not satisfied the condition that current time is less than 
previous time that type of nodes is malicious. 
Step14: Now we count message per time (msg/tn). 
Step15: Set Limit time, limit_time<=Speed Limit<=10,If 
condition is satisfied then again identified node is blacklisted or 
not , Otherwise Route Request RREQ<=10pkts/s and outgoing 
and incoming is active. 
Step16: If node is blacklisted or malicious then check path for 
PDR and when we find Route Request is blacklisted Then Block 
this Route Request RREQ Which is send through the sender and 
set PDR=0. 
Step17: When we found which node is malicious, Now we set 
value for PDR and check the condition route is secure or not for 
Original RREQ , Set value for PDR 
                                                         PDR>90 
If condition is satisfied then we find secure path for moving 
Route Request RREQ or data pkts, otherwise search for new path. 
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Experimental Results and Analysis 
Simulation Setup: NS2 is used for simulation. 
The simulation network consists of 30 nodes 
deployed in a field of 1000X1000 square 
meters. Some nodes are set in unrestrained 
mode. A random mobility model is used for 
node movements. The Constant Bit Rate (CBR) 
traffic and FTP is used as the traffic model. 
Each simulation is run for 500,1000,1500,2000 
seconds. Some malicious nodes are introduced 
which drop packets send of forwarding to next 
hop. The results are read with varying number 
of malevolent nodes. Some observations are 
taken for a particular scenario (no. of normal 
and malicious nodes combination) and the data 
are averaged.  

Table 1 Criteria for network design 
Simulation Area 1000X1000,500X500 
No of nodes 30 
No of blackhole nodes 0,1,2 
Communication traffic CBR,FTP 
Maximum no of 
connections 

30 

Simulation duration 500,1000,1500,2000 
seconds 

Pause time 50 to 400 seconds 
Maximum speed of 
nodes 

40 

Radio propagation 
model 

Two ray ground 

Packet size 2 packet/sec 
Data size 512 bytes 
Scenario Setup: Figure shows the simulation 
setup of our proposed algorithm. In this 
Scenario setup there are 30 mobile nodes placed 
defined with trajectory with 1 km × 1 km area. 
The simulation time was taken 500 to 2000 
seconds and pause time taken is every 2seconds. 
For the research work a scenario is designed 
with 30 nodes for analysis of proposed 
algorithm. For doing analysis Four parameters; 
Packet Delivery Ratio, End-to-End delay, 
Throughput and routing load is taken 
consideration in this dissertation. These 
Scenarios will help the researcher to observe 
and analyze the performances of proposed 
algorithm.   

 

                 Fig. 3 Zero blackhole nodes in NS2 

In this Scenario there are 30 nodes in the 
network which is placed in the area 1000x1000 
and no of blackhole nodes zero, one, and two 
are also placed in network which is shown in fig 
3,fig 4, and fig 5.In the presence of no of 
blackhole nodes in network security is very less 
so here for overcome this problem used new 
concept of intrusion detection system for AODV 
and AOMDV routing protocols in this 
dissertation and get better the safety of mobile 
ad-hoc network. Here we simulated varying 
number of black hole nodes 0M,1M and 2M in 
NS2 environment and observe the performance 
of network within the incidence of these black 
hole nodes. 

 

Fig. 4 One Blackhole  nodes in NS2 

 

Fig. 5 Two blackhole nodes in NS2 
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Collection of results and statistics of 
simulated parameter: After simulating the 
network with the specified parameters shown in 
table 5.1 following results are collected for all 
ten characteristic parameters.  
Packet Delivery Ratio (PDR)   
PDR is a parameter which is used for analyzing 
the performance of an algorithm in network. 
Packet Delivery Ratio (PDR) is the proportion 
including the quantity of bundles transmitted by 
a traffic source and the quantity of parcels got 
by a traffic goal. A high bundle conveyance 
proportion is wanted in a system. More 
noteworthy the estimation of PDR gives better 
execution. 

 ∑ Number of Packet Received 
  PDR =                      

 ∑Number of Packet Send 

Table 2: Packet delivery Ratio in AODV for 
Proposed Algorithm 

Pause 
time 

0-aodv 1w-
aodv 

2w-
aodv 

Ids-
aodv 

50 98.02 53.58 17.55 84.72 
100 85.95 51.59 18.03 83.24 
150 78.70 51.59 18.95 83.06 
200 75.60 51.08 19.39 82.88 
250 73.19 49.84 20.28 85.17 
300 74.36 48.41 21.21 83.62 
350 75.17 47.34 21.86 82.28 
400 75.15 46.28 22.36 86.00 

Table 2: Shows scenario of Packet delivery ratio 
of proposed algorithm for number of black hole 
nodes 0M, 1M, 2M and IDS node in AODV at 
different pause time. 

Table 3 Packet delivery ratio in AOMDV for 
Proposed Algorithm 

Pause 
time 

0-
aomdv 

1w-
aomdv 

2w-
aomdv 

Ids-
aomdv 

50 98.18 66.13 66.26 90.26 
100 96.93 74.38 66.40 90.40 
150 95.69 75.26 64.03 88.03 
200 99.97 73.18 61.13 85.13 
250 96.27 70.77 57.23 81.23 
300 93.94 69.16 54.72 78.72 
350 92.31 68.34 53.19 77.19 
400 91.27 67.70 52.02 76.02 

Table 3: Shows scenario of Packet delivery ratio 
of proposed algorithm for number of blackhole 
nodes 0M, 1M, 2M and IDS node in AOMDV 
at different pause time 
Table 4: PDR Performance Improvement 
AOMDV over AODV for proposed algorithm 

Pause 
Time 

PDR 
in 
IDS-
AODV 

PDR in 
IDS 
AOMDV 

%improvement 
of PDR in 
IDS-AOMDV 

50 84.72 90.26 5.54 
100 83.24 90.40 7.16 
150 83.06 88.03 4.97 
200 82.88 85.13 2.42 
250 85.17 81.23 3.94 
300 83.62 78.72 4.90 
350 82.28 77.19 5.09 
400 86.00 76.02 9.98 

The Packet Delivery Ratio (PDR) parameters 
generated in the simulated  MANET scenario 
with varying number of black hole nodes 0,1,2 
and IDS node using standard AODV and 
AOMDV routing protocol  is  shown in table 2 
and 3. It can be observed that the data packets 
have traversed for varying number of blackhole 
nodes at different pause time during simulation. 
Analyzing the PDR parameters/data collected 
for AODV and AOMDV protocols for proposed 
algorithm shows percentage of improved 
performance of AOMDV as compared with 
AODV protocol. In both AODV and AOMDV 
protocols values of IDS-PDR is higher as 
compare to varying number of blackhole nodes 
0M, 1M and 2M. 

Figure 6: Packet delivery ratio for proposed 
algorithm in AODV 
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The graphical demonstration of figure 6 of PDR 
parameters shows the integer of packet send out 
through the traffic source and the integer of 
packet acknowledged through the traffic 
destination by IDS-AOMDV is at the higher 
side as compared to varying number of black 
hole nodes 0,1and 2 at different pause time and 
the graphical demonstration in figure 7 show 
that the performance of PDR parameters at 
different pause time for IDS-AODV is higher as 
compare to varying number of blackhole nodes 
and less as compare to AOMDV. The higher 
packet delivery ratio or greater the value of PDR 
gives better the performance of AOMDV as 
compare to AODV. 

 
 

Fig.7 Packet delivery ratio for proposed 
algorithm in AOMDV 

Normalized Routing Load:  NRL is the 
number of routing packet communicated per 
data packet distributed next to the detection. 
Every hop-wise transmission of the routing 
packet is counted as one transmission, this 
should be minimized. 
  No of routing packet send 

No of receiving packet 

Table 5: Shows scenario of Normalized routing 
load of proposed algorithm for number of 
blackhole nodes 0M, 1M, 2M and IDS node in 
AODV at different pause time 
 

Table 5 normalized routing load for proposed 
algorithm in AODV 
Pause 
Time 

0W-
AODV 

1W-
AODV 

2W-
AODV 

IDS-
AODV 

50 9.1 7.4 12.9 3.9 

100 16.7 11.5 22.8 6.5 

150 18.6 13.0 28.8 7.9 

200 20.3 14.0 33.6 8.4 

250 21.7 20.4 38.4 10.2 

300 22.3 28.8 42.3 15.2 

350 22.9 37.3 46.3 21.3 

400 25.7 47.0 50.4 24.6 

 

Table 6 Normalized routing load for proposed 
algorithm in AOMDV 

Paus
e 
Time 

0W-
AOMD
V 

1W-
AOMD
V 

2W-
AOMD
V 

IDS-
AOMD
V 

50 8.1 8.2 9.6 8.7 

100 15.8 15.8 18.1 16.3 

150 22.8 23.2 25.0 22.5 

200 28.9 30.6 32.7 29.5 

250 35.3 38.7 40.3 36.4 

300 41.9 45.5 47.4 42.7 

350 48.8 52.7 55.2 49.8 

400 55.6 59.0 61.9 55.8 

 
Table 6 Shows Normalized routing load for 
proposed algorithm for  number of blackhole 
nodes 0M,1M,2M and IDS node in AOMDV at 
different pause time 

NRL = 
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Table 7 NRL Performance Improvement 
AOMDV over AODV for proposed algorithm 
Pause 
Time 

NRL 
in 
IDS-
AODV 

NRL in 
IDS-
AOMDV 

% 
improvement 
of 
NRL in IDS-
AODV 

50 3.9 8.7 4.8 
100 6.5 16.3 9.8 
150 7.9 22.5 14.6 
200 8.4 29.5 21.1 
250 10.2 36.4 26.2 
300 15.2 42.7 27.5 
350 21.3 49.8 28.5 
400 24.6 55.8 31.2 

The Normalized routing load(NRL) parameters 
generated in the simulated  MANET scenario 
with varying number of blackhole nodes 
0M,1M,2M and IDS node using standard 
AODV and AOMDV routing protocol  is  
shown in table 5 and 6 . It can be observed that 
the routing load have traversed for varying 
number of blackhole nodes at different pause 
time during simulation. Analyzing the 
Normalized Routing load (NRL) for AODV and 
AOMDV protocols for proposed algorithm 
shows percentage of improved performance of 
AODV as compared with AOMDV protocol. In 
both AODV and AOMDV protocols values of 
IDS-NRL is less as compare to varying number 
of blackhole nodes 0M, 1M and 2M. 

 
 
Fig. 8 Normalized routing load for proposed 

algorithm in AODV 
 

 
Fig. 9 Normalized routing load for proposed 

algorithm in AOMDV 
The graphical demonstration of fig. 8 of 
Normalized routing load(NRL) shows the 
number of routing packets communicated for 
each data packet distributed in the pursuit by 
IDS-NRL is at the less side as compared to 
varying number of black hole nodes 0M,1M and 
2M in AODV protocol at different pause time 
and also the graphical demonstration in fig. 9 
show that the performance of Normalized 
routing load(NRL) at different pause time for 
IDS-NRL is less as compare to varying number 
of blackhole nodes in AOMDV protocol. The 
minimized Normalized routing load or 
minimum value of NRL gives better 
performance of AODV as compare to AOMDV. 
5.5.3- END-TO-END Delay: The standard time 
in use through the packets to pass through the 
network is called end-to-end delay. The time 
when a sender generates the packet and it is 
received by the application layer of pursuit, it is 
represented in seconds. This should be 
minimized. 

Table 8 End-to-End delay for proposed 
algorithm in AODV 

Pause 
Time 

0W-
AODV 

1W-
AODV 

2W-
AODV 

IDS-
AODV 

50 2.36 95.67 236.32 2.36 
100 2.76 124.36 275.64 2.76 
150 2.34 95.67 233.98 2.34 
200 2.9 164.72 289.56 2.9 
250 2.45 95.67 245.44 2.45 
300 1.01 164.72 259.73 1.01 
350 8.46 117.3 236.14 11.31 
400 8.52 164.72 260.36 8.52 

 
Table 8 Shows End-to-End delay for proposed 
algorithm of number of blackhole nodes 0M, 
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1M, 2M and IDS node in AODV at different 
pause time 

Table 9 End-to-End delay for proposed 
algorithm in AOMDV 

Paus
e 
Time 

0W-
AOMD
V 

1W-
AOMD
V 

2W-
AOMD
V 

IDS-
AOMD
V 

50 338.08 350.34 358.53 343.54 
100 370.83 383.09 391.28 376.29 
150 375.03 387.28 395.48 380.48 
200 340.69 352.94 361.14 346.14 
250 504.33 516.59 524.78 509.74 
300 361.19 373.44 381.64 366.64 
350 596.77 609.03 617.22 602.23 
400 336.04 348.29 356.49 341.49 
Table 9 Shows End-to-End delay of proposed 
algorithm for number of blackhole nodes 0M, 
1M, 2M and IDS node in AOMDV at different 
pause time 

Table10 Delay Performance Improvement 
AOMDV over AODV for proposed algorithm 
Pause 
Time 

Delay 
in 
IDS-
AODV 

Delay in 
IDS-
AOMDV 

%improvement 
of Delay in 
IDS-AODV 

50 2.36 343.54 341.18 
100 2.76 376.29 373.3 
150 2.34 380.48 378.14 
200 2.9 346.14 343.24 
250 2.45 509.74 507.29 
300 1.01 366.64 365.63 
350 11.31 602.23 590.92 
400 8.52 341.49 332.97 

 
The End-to-End delay parameters generated in 
the simulated  MANET scenario with varying 
number of blackhole nodes 0M,1M,2M and IDS 
node using standard AODV and AOMDV 
routing protocol  is  shown in table 8 and table 
9. It can be observed that the delay have 
traversed for varying number of blackhole nodes 
at different pause time during simulation. 
Analyzing the End-to-End delay for AODV and 
AOMDV protocols for proposed algorithm 
shows percentage of improved performance of 
AODV as compared with AOMDV protocol. In 
both AODV and AOMDV protocols values of 

IDS-delay is less as compare to varying number 
of blackhole nodes 0M, 1M and 2M. 

 
Fig. 10  End-to-End delays for proposed 

algorithm in AODV 

 
Fig. 11 End-to-End delays for proposed 
algorithm in AOMDV 
The graphical demonstration of fig. 10 of End-
to-End delay shows the standard time in use 
through the packets to pass through the network 
by IDS-edelay is at the less side as compared to 
varying number of black hole nodes 0M, 1M 
and 2M in AODV protocol at different pause 
time and also the graphical demonstration in fig. 
11 show that the performance of End-to-End 
delay at different pause time for IDS-edelay is 
less as compare to varying number of black hole 
nodes in AOMDV protocol. The minimized 
End-to-End delay or minimum value of End 
delay gives better performance of AODV as 
compare to AOMDV 
Through put: Network from first to last is 
calculated as the whole quantity of packets 
conventional at the destination more than a 
stage of time and is uttered in kbps. This should 
be maximized. 
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Table 11 Throughput for proposed algorithm in 
AODV 

Pause 
Time 

0W-
AODV 

1W-
AODV 

2W-
AODV 

IDS-
AODV 

50 77.40 47.48 4.64 94.45 
100 84.99 39.82 4.56 94.45 
150 93.14 37.15 4.56 96.08 
200 94.66 32.36 4.55 83.91 
250 93.67 30.66 4.63 75.27 
300 91.46 31.56 4.51 70.31 
350 93.55 31.95 4.50 66.17 
400 96.14 30.46 4.49 61.93 

Table 11 Shows Throughput of proposed 
algorithm for number of blackhole nodes 0M, 
1M, 2M and IDS node in AODV at different 
pause time. 
The Throughput parameters generated in the 
simulated  MANET scenario with varying 
number of black hole nodes 0M,1M,2M and 
IDS node using standard AODV and AOMDV 
routing protocol  is  shown in table 11 and 12. It 
can be experimental with the intention of the 
Throughput have traversed for varying number 
of blackhole nodes at different pause time 
during simulation. Analyzing the Throughput 
for AODV and AOMDV protocols for proposed 
algorithm shows percentage of improved 
performance of AODV as compared with 
AOMDV protocol. In both AODV and 
AOMDV protocols values of IDS-Throughput is 
higher as compare to varying number of 
blackhole nodes 0M, 1M and 2M. 
Table 12 Throughput for proposed algorithm in 

AOMDV 
Paus
e 
Time 

0W-
AOMD
V 

1W-
AOMD
V 

2W-
AOMD
V 

IDS-
AOMD
V 

50 80.58 47.38 42.03 63.05 
100 97.37 67.54 52.05 78.06 
150 98.45 67.15 50.83 76.24 
200 97.50 65.65 48.78 73.18 
250 97.43 63.97 46.75 70.13 
300 97.40 64.76 46.64 69.96 
350 98.73 66.92 47.26 70.90 
400 98.77 68.32 47.10 70.65 
 
 

Table 12 Shows Throughput of proposed 
algorithm for number of blackhole nodes 0M, 
1M, 2M and IDS node in AOMDV at different 
pause time 
Table 13 Throughput Performance Improvement 
AODV over AOMDV for proposed algorithm 
Paus
e 
Time 

Throughp
ut in IDS-
AODV 

Throughp
ut in IDS-
AOMDV 

%improveme
nt of  
Throughput in 
IDS-AODV 

50 94.45 63.05 31.4 
100 94.45 78.06 16.36 
150 96.08 76.24 19.84 
200 83.91 73.18 7.67 
250 75.27 70.13 5.14 
300 70.31 69.96 0.35 
350 66.17 70.90 4.73 
400 61.93 70.65 8.72 

Fig. 12 Throughput for Proposed algorithm in 
AODV 

The graphical demonstration of  fig. 12 of 
Throughput shows the throughout is considered 
as the whole digit of packets conventional at the 
target over interlude of time  by IDS-
Throughput is at the higher side as compared to 
varying number of black hole nodes 0M,1M and 
2M in AODV protocol at different pause time 
and also the graphical demonstration in fig. 13 
show that the performance of  Throughput  at 
different pause time for IDS-Throughput is 
higher as compare to varying number of black 
hole nodes in AOMDV protocol. The 
maximized Throughput or maximum value of 
Throughput gives better performance of AODV 
as compare to AOMDV 
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Fig. 13 Throughput for proposed algorithm in 

AOMDV 
Conclusion: This chapter has details of 
implementation of developed methodology. In 
addition, networks are developed with 30 nodes 
using discrete event based simulator Network 
Simulator 2.34 and for analysing the 
performances of Proposed algorithm in both 
protocols AODV and AOMDV is done on the 
bases of Table 5.1 fixed parameters, on four 
parameters Packet Delivery Ratio (PDR), 
Normalized routing load(NRL), End-to-End 
delay and Throughput .Simulation results are 
shown above in Tables 5.2(a)(b), 5.3(a)(b), 
5.4(a)(b), 5.5(a)(b) for parameters Packet 
Delivery Ratio (PDR), Normalized routing 
load(NRL), End-to-End delay and Throughput 
and further analysis is by plotting graph on 
generated data. It can be summarized that PDR 
is better in AOMDV as compare to AODV and 
other parameters Normalized routing load 
(NRL), End-to-End delay and Throughput is 
better in AODV as compare to AOMDV. As 
from above discussion we find that values of 
IDS-PDR, IDS-NRL, IDS-EDELAY, and IDS-
Throughput is better as compare to varying 
number of black hole nodes 0M,1M and 2M in 
both protocols AODV and AOMDV. 
Reference 
[1] Priyanka Goyal, Sahil Batra and Ajit Singh, 

“A Literature Review of Security Attack in 
Mobile Ad-hoc Networks”, International 
Journal of Computer Applications, Volume 
9– No.12, November 2010. 

[2] Perkins, C. E., & Bhagwat, P. (1994). 
Highly dynamic destination- sequenced 
distance-vector routing (DSDV) for mobile 
computers. In AcmSigcomm Computer 

Communication Review, 24, 234–244. 
doi:10.1145/190809. 

[3] Clausen, T., & Jacquet, P. (2003). 
Optimized link state routing protocol 
(OLSR) (Tech. Rep.). Multi Topic 
Conference, 2001. IEEE INMIC 2001. 
Technology for the 21st Century. 
Proceedings. IEEE International (pp. 62–
68).  

[4] Perkins, C., Belding-Royer, E., and S. Das. 
Ad hoc On-Demand Distance Vector 
(AODV) Routing. 2003, DOI 10.17487/ 
RFC3561.  

[5] Johnson, D., Hu, Y., and D. Maltz. The 
Dynamic Source Routing Protocol (DSR) 
for Mobile Ad Hoc Networks for IPv4, 
2007, DOI 10.17487/RFC4728. 

[6] Prof.M.B. Lonare, Anil Choudhary, Chehel 
Sharma, Ershad Mulani, Harish Yadav 
“Prevention and Detection of Blackhole 
Attack in MANET using Modified AODV 
Protocol”, International Journal of Advance 
Engineering and Research Development 
(IJAERD) Volume 4, Issue 4, April -2017, 
e-ISSN: 2348 - 4470, print-ISSN: 2348-
6406. 

[7] Latha Tamilselvan and Dr. V 
Sankaranarayanan “Prevention of Blackhole 
Attack in MANET”, 2nd International 
Conference on Wireless Broadband and 
Ultra Wideband Communications, 2007.  

[8] Upendra singh, Makrand Samvatsar, Ashish 
Sharma and Ashish Kumar Jain “Detection 
and Avoidance of Unified Attacks on 
MANET using Trusted Secure AODV 
Routing Protocol” Symposium on Colossal 
Data Analysis and Networking (CDAN), in 
proceeding of IEEE-2016. 

[9] Yugarshi Shashwat, Prashant Pandey, K. V. 
Arya, and Smit Kumar “A modified AODV 
protocol for preventing black hole attack in 
MANETs”, information security journal: a 
global perspective 2017, VOL. 26, NO. 5, 
240–248. 

[10] Vimal Kumar, Rakesh Kumar 2015. An 
Adaptive Approach for Detection of 
Blackhole Attack in 



Soni R. et al., J. Harmoniz. Res. Eng. 2020, 8(3), 89-101 

                                                                      www.johronline.com  101 | P a g e  

[11] Mobile Ad hoc Network, International 
Conference on Intelligent Computing, 
Communication &Convergence, Procedia 
Computer Science 48 ( 2015 ) 472 – 479. 

[12] Jayshree Gojiya, Amit Nayak, Bimal Patel 
2016. An Enhanced Approach of Detection 
and Prevention of Black Hole Attack on 
AODV over MANET. International Journal 
of Computer Applications (0975 – 8887) 
Volume 142 – No.13. 

[13] Apurva Jain and Anshul Shrotriya 2015. 
Investigating the Effects of Black Hole 
Attack in MANET under Shadowing Model 
with Different Traffic conditions” IEEE 
International Conference on Computer, 
Communication and Control. 

[14] Rakhi Sharma and Dr D.V Gupta 2016. 
Blackhole Detection and Prevention 
Strategies in DTN”, International Journal Of 
Engineering And Computer Science ISSN: 
2319-7242 Volume 5 Issues 8, Page No. 
17386-17391. 

[15] Harsh Pratap Singh, Rashmi Singh, “A 
mechanism for discovery and prevention of 
cooperative black hole attack in mobile ad 

hoc network using AODV protocol”, 
International Conference on Electronics and 
Communication Systems (ICECS) 2014 , 
Page(s):1 - 8 Print ISBN:978-1-4799-2321-2  

[16] Taranpreet Kaur, Amanjot Singh Toor, 
Krishan Kumar Saluja, “Defending 
MANETs against Flooding Attacks for 
Military Applications under Group 
Mobility”, Proceedings of 2014 RAECS 
VIET Panjab University Chandigarh, 06 - 08 
March, 2014. 

[17] Harsh Pratap Singh, Jitendra Sheetlani, 
Narendra Sharma, K Murali Gopal, “ Design 
and Implementation of an Algorithm for 
Mitigating the Congestion Control in Mobile 
Ad hoc Network”, International Journal on 
Emerging Technologies 10(3): 472-
479(2019). 

[18] Harsh Pratap Singh, Rashmi Singh, “A 
mechanism for discovery and prevention of 
coopeartive black hole attack in mobile ad 
hoc network using AODV protocol”, 
International Conference on Electronics and 
Communication Systems (ICECS), 2014. In 
proceeding of IEEExplore, pp. 1-8. 

 


